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GENERAL RISK ASSESSMENT FORM (S20)
Persons who undertake risk assessments must have a level of competence commensurate with the significance of the risks they are assessing. It is the responsibility of each Head of Department or Director of Service to ensure that all staff are adequately trained in the techniques of risk assessment.  The University document “Guidance on Carrying Out Risk Assessments” will be available, in due course, to remind assessors of the current practice used by the University.  However, reading the aforementioned document will not be a substitute for suitable training.
Prior to the commencement of any work involving non-trivial hazards, a suitable and sufficient assessment of risks should be made and where necessary, effective measures taken to control those risks.
Individuals working under this risk assessment have a legal responsibility to ensure they follow the control measures stipulated to safeguard the health and safety of themselves and others.

SECTION 1
	1.1
OPERATION / ACTIVITY                                          Complete the relevant details of the activity being assessed.

	Title:
	Use of Magnetic Locks for Access Control

	Department:
	Physics

	Location(s) of work:
	John Anderson Building and Colville Building, see appendix 1 at end for details
	Ref No.
	

	Brief description:  
The Dept. of Physics uses magnetic door locks to prevent unauthorized access to some areas with an increased safety risk, in particular laser labs. These are stand-alone systems, installed by personal of the Dept. of Physics (in one case, JA 3.10, by an external contractor) and not linked into the fire alarm system of the building. The Fire Safety Adviser of the University raised concern in Dec. 2009 that this practise might not be in line with the Guidance on Fire Safety in Educational and Day Care for Children premises [1], which states in paragraphs 20, 21 that

“20. Electrically powered locks should not be installed on any door where it is:

• The only route of escape from a building or part of a building;

• A protected door serving a fire-fighting shaft; or

• Serving any room or storey with an aggregate occupancy capacity exceeding 60 persons.

21. Electrically powered locks should return to the unlocked position:

• On operation of the fire alarm system, where installed;

• On loss of power; and

• On actuation of a manual door release unit positioned at the door on the side approached by people making their escape (where the door provides escape in either direction, a unit should be installed on both sides of the door).” 

A schematic drawing of the in-house built systems is included in appendix 2. Under normal conditions, entrance is provided by a keypad and exit by an exit button. Emergency release buttons (break glass switches) at the inside and the outside of every door allow to cut the power to the magnetic locks in an emergency access to allow safe exit. The systems are not linked into the fire alarm system, thus not following the guidance of paragraph 21 of [1]. This applies also to the commercial installation in JA 3.10.
The following risk assessment supports that this apparent lack of compliance does not constitute a safety risk for the labs under consideration. This is based on 

1. paragraph 13 of [1]: “This means there is no obligation to adopt any particular solution in this guide if the outcomes of a fire safety risk assessment can be met in some other way”.

2. British Standards [2] acknowledge that not all single instructions need to be literally followed as long as the overall safety of the system can be demonstrated. In particular, table A.2. of [2] states that access to “Common places of work, not generally occupied by significant numbers of members of the public (e.g. offices, factories and warehouses), where staff are trained in the fire safety provisions in the building” can be controlled by so-called category C actuators, i.e. ones which are not linked into the fire safety system.

The need for access control via magnetic locks arise as the labs under question are laser controlled areas which contain class 4 and class 3B lasers where it is imperative to prevent public access. In some cases of laser development or servicing also interlocking of laser emission by shutters or an action on the power supply is impracticable so that unauthorized access to the rooms need to be prevented by a locking mechanism. Some of the labs open directly to corridors accessible to the public, some onto corridors with restricted access but the level of restriction is still lower (including cleaners, estates personal …)  than for the actual labs. Magnetic locks with keypads are ideally suited to provide this access control.

[1] Scottish Government, PRACTICAL FIRE SAFETY GUIDANCE FOR EDUCATIONAL AND DAY

CARE FOR CHILDREN PREMISES, Feb. 2008
[2] British Standards BS 7273-4:2007, Code of practice for the operation of fire protection measures –

Part 4: Actuation of release mechanisms for doors




	1.2
PERSON RESPONSIBLE FOR MANAGING THIS WORK

	Name:
	Thorsten Ackemann
	Position:
	RPO-laser, PI

	Signature:
	
	Date:
	

	Name:
	D Birch
	Position:
	PI

	Signature:
	
	Date:
	

	Name:
	A Arnold
	Position:
	PI

	Signature:
	
	Date:
	

	Name:
	E Riis
	Position:
	PI

	Signature:
	
	Date:
	

	Name:
	S Kuhr
	Position:
	PI

	Signature:
	
	Date:
	

	Name:
	E Haller
	Position:
	PI

	Signature:
	
	Date:
	

	Name:
	P Griffin
	Position:
	PI

	Signature:
	
	Date:
	

	Name:
	J Pritchard
	Position:
	PI

	Signature:
	
	Date:
	

	Name:
	N Lockerbie
	Position:
	PI

	Signature:
	
	Date:
	

	Name:
	N Hunt
	Position:
	PI

	Signature:
	
	Date:
	

	Name:
	D McKee
	Position:
	PI

	Signature:
	
	Date:
	

	Name:
	D Jaroszynski
	Position:
	PI

	Signature:
	
	Date:
	

	Name:
	K Ronald
	Position:
	PI

	Signature:
	
	Date:
	

	
	
	
	

	
	
	
	

	Department:
	Physics 


	1.3
PERSON CONDUCTING THIS ASSESSMENT

	Name:
	Thorsten Ackemann
	Signature:
	

	Name:
	
	Signature:
	

	Name:
	
	Signature:
	

	Date risk assessment undertaken: 
	23/11/2015


	1.4
ASSESSMENT REVIEW HISTORY

This assessment should be reviewed immediately if there is any reason to suppose that the original assessment is no longer valid.  Otherwise, the assessment should be reviewed annually.  The responsible person must ensure that this risk assessment remains valid.


	
	Review 1
	Review 2
	Review 3
	Review 4

	Due date:
	1/12/2017
	
	
	

	Date conducted:
	
	
	
	

	Conducted by:
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 SECTION 2
	Work Task Identification and Evaluation of Associated Risks
	            Page     of     

Ref No.      




	Component Task / Situation
	Hazards Identified
	Hazard Ref No.
	Who Might be Harmed 
and How?
	Existing Risk Control Measures (RCM)
	Likelihood
	Severity
	Risk Rating
	Risk

L, M, H, VH
	RCM’s

Acceptable Y/N

	Need to evacuate lab in an emergency
	Need to activate door closure mechanism might delay swift exit
	1
	Staff, visitors
	These are research labs with access restricted to staff (academic, research, technical), postgraduate students, undergraduate project students in their final year and possibly longer term academic visitors. Each user gets an induction into the safety features and fire exits of the lab under question. The average number of occupants is rather small (see appendix 1). Occasionally there are short-term academic visitors or a handful students visiting for information purposes but these are always accompanied by experienced personal. Hence it can be concluded that the occupants are trained personal knowing the risks, procedures and escape routes from the particular lab. An indication of the typical number of users and the escape routes is given in appendix 1.


	1
	5
	5
	M
	Y

	Need to evacuate lab in an emergency
	Failure of door release switch 
	2
	Staff visitors
	The academics and technicians of the dept. have a long experience in setting up and designing access control and other safety systems including the ones for ionizing radiation and safety services were always satisfied with the level of competence. The laser safety installation without the maglocks is operated for over 25 years and no problems with the reliability of the door exit buttons to override the access controls are known. Magnetic locks operate since about 15 years in the department without a failure to open on operation of the door exit button or a problem with residual magnetism. “Testing” takes place continuously via normal use.

Formal testing: yearly by RPO-lasers


	1
	5
	5
	M
	Y

	Need to evacuate lab in an emergency
	Failure of emergency exit buttons 
	3
	Staff visitors
	The break glass switch provides an immediate mechanical interruption of power supply. No reliability issues are known.

Testing: yearly by RPO-lasers


	1
	5
	5
	M
	Y

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


SECTION 3
	 Identified Actions to Improve Control of Unacceptable Risks (as evaluated in Section 2)
	Page     of    

Ref No.       

	Hazard Ref No.
	Risk
	Recommended Additional

Risk Control Measures
	Implemented Y/N
	Action By
	Target Date
	Completion Date
	Revised Risk 
	Revision of Risk

Signed Off

	
	
	
	
	
	
	
	Likelihood
	Severity
	Risk Rating
	Risk

L, M, H
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	


        SECTION 4 

	 RECORD OF SIGNIFICANT FINDINGS   
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Ref No.      

 Where this Section is to be given to staff etc., without Sections 2 & 3, 

 please attach to the front of this page, a copy of the relevant Section 1 details.
 The significant findings of the risk assessment should include details of the following:

· The identified hazards

· Groups of persons who may be affected






  
· An evaluation of the risks

· The precautions that are in place (or should be taken) with comments on their effectiveness

· Identified actions to improve control of risks, where necessary                                                                 
Alternatively, where the work activity/procedure is complex or hazardous, then a written Safe System of Work (SSOW) or Standard Operating Procedure (SOP) is advised that should incorporate the significant findings.  Such documents should again, have the relevant Section 1 attached.  Please state below whether either a SSOW or SOP is available in this case.


	Relevant SSOW available              Yes  FORMCHECKBOX 
        No  FORMCHECKBOX 

	Relevant SOP available                 Yes  FORMCHECKBOX 
        No  FORMCHECKBOX 


	Significant Findings:  (Please use additional pages if further space is required)
Although the considered research labs are part of an educational institutions, the guidance of paragraph 20 and 21 of [1] does not apply strictly in view of the balance of the considered risks and benefits, because access is not open to the general users (students) of this institution but restricted to a low number of trained occupants. The combination of low occupancy and training allows a safe evacuation without connecting the system to the fire alarm system. This notion is supported by a report of the university’s safety adviser [3].

Training

All users receive a detailed induction to fire safety procedures and the operation of the access controls. For UG or PGT students, interns and research visitors this is recorded on the corresponding induction form, for staff and PGR students on the departmental induction form, potentially in addition on a group induction form. 
Occasional visitors are always supervised.
Testing regime

The operation of the whole interlock and access control system is tested once a year by the dept. Radiation Protection Supervisor (Laser). The records will be kept for three years.

Implementation

Installation should be consistent between the different labs as far as practicable regarding the different building circumstances. The emergency override buttons should be close to the regular exit buttons but the arrangement should minimize the risk of accidental operation on the other hand. The recommended height for the placing of an emergency override button is 1.4 m from finishing floor level and within 2 m of and within sight of the door in question from the side requiring escape. 

[1] Scottish Government, PRACTICAL FIRE SAFETY GUIDANCE FOR EDUCATIONAL AND DAY

CARE FOR CHILDREN PREMISES, Feb. 2008

[3] Risktec, Review of release mechanism for electromagnetic lock systems for secured access doors, 10-UOS-R28 100401



       SECTION 5
	RECEIPT OF SIGNIFICANT FINDINGS OF RISK ASSESSMENT

Page     of           
Please copy this page if further space is required.                       


Ref No.       
All  individuals  working  to the risk assessment  with the Ref. No. as shown, must sign and date this Section to acknowledge that they have read the relevant risk assessment and are aware of its contents, plus the measures taken

(or to be taken by them) to safeguard their health and safety and that of others. 
If following review of the assessment revisions are minor, signatories may initial these where they occur in the documentation, to indicate they are aware of the changes made.  If revisions are major, it is advisable to produce a new risk assessment and signature page.


	NAME (Print)
	SIGNATURE
	DATE

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Appendix 1: Description of premises

	room
	No. of doors with maglock opening onto public corridor
	No. of doors with maglock opening into restricted area
	No. of exits without maglock
	Typ. No. of occupants
	Responsible Academics
	Remarks

	JA 6.02
	1
	1
	
	2-3
	J Sutter, D Birch
	

	JA 6.06
	1
	
	
	3
	N Lockerbie
	

	JA 3.01
	
	1
	
	2
	T. Ackemann
	

	JA 3.01A
	
	1
	1
	2
	T. Ackemann
	

	JA 3.04 
	
	1
	
	1
	E. Riis
	

	JA 3.04A
	
	1
	
	1
	E Riis, P Griffin
	

	JA 3.04B
	
	1
	
	1
	A Arnold
	

	JA 3.05B
	
	1
	
	1
	A Arnold
	

	JA 3.05C
	
	1
	
	1-2
	A Arnold
	

	JA 3.05D
	
	1
	1
	1
	S Kuhr, E Haller
	

	JA 3.06A
	
	1
	
	1-2
	T. Ackemann
	

	JA 3.07
	
	1
	
	2
	E Riis, A Arnold, P Griffin
	

	JA 3.08(f)
	
	1
	
	2
	P Griffin

J Pritchard
	

	JA 3.08(h)
	
	1
	
	4
	A Arnold

P Griffin

E Riis
	

	JA 3.08(k)
	
	1
	
	
	J Pritchard
	

	JA 3.10A
	
	2
	
	2
	N. Hunt
	One exit via JA 3.10B

	JA 3.10B
	
	2
	
	2
	N. Hunt
	exits via JA 3.10B, C

	JA 3.10C
	
	2
	
	2
	D. McKee
	One exit via JA 3.10B

	JA 3.09
	
	1
	1
	1
	S. Kuhr
	One exit to JA 3.11

	JA 3.11
	1
	
	1
	3
	S. Kuhr
	One exit to JA 3.09

	JA 3.13A, JA 3.13B
	1
	1
	
	3
	E Haller
	No door mounted between JA3.13A/B

	Col 3.06
	1
	1
	1
	5
	D. Jaroszynski

M. Wiggins
	One exit via 3.07

	Col 3.07
	0
	2
	1
	3
	D. Jaroszynski

M. Wiggins
	One exit via 3.08; One exit via 3.06 

	Col 3.08
	2
	1
	0
	3
	D. Jaroszynski

M. Wiggins
	One exit via 3.07

	Col. 2.03
	
	1
	1
	2
	K. Ronald


	Workshop, not a laser lab
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